E-Tendering System Resource Requirement

Resources required by the Bidders & Department
Officials to access the e-Tendering System

Browsers supported

This site generates XHTML 1.0 code and can be used by any browser supporting this standard.
We have tested the site with the following browsers
Internet Explorer 7.0 or higher

T Mozilla Firefox 3.0 or higher

Minimum requirements for accessing the Online E-Tendering website

Pre-requisites before logging on to the e-Tendering website

Screen Resolution

This site is best viewed at a resolution of 1024 x 768 pixels.

Colour

The site is best viewed at a colour-depth of greater than 256 colours (16bit).

JavaScript

This site uses JavaScript for security reasons and non critical functionality. We strongly

recommend that you access the site with JavaScript enabled.

How to enable JavaScript in the Browser

Cookies

The site use cookies that do not contain personal information and are set to expire as soon as

you leave the site. Please ensure that your browser is set to accept cookies.
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Minimum requirements for accessing the Online E-Tendering website

Computer System installed with Windows XP or higher Operating System with suitable

antivirus in place. The OS should have the latest Service Pack.

The following are necessary

Java Runtime Environment Version 1.6 or above

Legally valid Digital Signature Certificate (DSC)

Dedicated broad band Internet Connection with minimum 256 kbps or above
Printer (Optional)

UPS
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Pre-reqguisites before logging on to e-Tendering website

e Internet connection should be available. Preferably a good connectivity is advisable.

e Ensure you have a valid DSC issued by a Certifying Authority (CA) authorized by the
Controller of Certifying Authorities (CCA).

° Basic Settings needed in the client machine

° How to Switch Off Pop up blocker in Internet Explorer/Yahoo Toolbar
/_Google Toolbar / etc. (if available)

° How to verify whether the DSC token is properly installed

° How to configure Firefox for Applet Codebase

° How to get enrolled in the web site
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Settings in the client machine

¥ Ensure that you have Administrative privileges in the client machine which you
are planning to use.

¥ Date and time of your local client is set to the current date and time.
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How to Switch off Pop up blocker in IE Browser

Step-1:

Open the Internet Explorer. Click on Tools / Pop-up Blocker->Turn off Pop-up Blocker
as in Fig 1.
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Step-2:
Click on Tools / Internet Options. The following screen will be displayed:

ptions [:][Z]

| General | Security | privacy | Content | Connections || Programs || Advanced |

Internet

Select_a zone ko view or change security s_e_l:tings.

@ W v

Internst Local intranst Trusted sites Restricked
sites

Internekt :
0 This zone is For Internet websites, b

excepk those lisked in brusted and
restricked zones.

Security level For this zone
allowed levels For this zone: Medium to High
| MMediumnm-high
- Appropriate For most websites
- Prompts before downloading potentially unsafe

conktent
- Unsigned ActiveX controls will not be downloaded

| <custom level... | Drefault level
[_ Reset all zones to default lewvel _]
I Ok ] [ Cancel ] apply

Security Settings - Internet Zone |

Settings

&) Medium safety (recommended) -~
4| Submit non-encrypted Form data
) Disable
(*) Enable
O Prompt
# | Use Phishing Filter
) Disable
() Enable
g' Use Pop-up Blocker
®
) Enable
E Userdata persistence
) Disable
&) Enable
& | websites in less privileged web content zone can navigate in e

Y Mieskla
< | >

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to; Medium-high (default) ~| [ Rreset... |

I: Ok ] [ Cancel ]

Fig. 2 — Security Settings

Back
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How to verify whether the DSC/e-Token is properly installed

The drivers of the DSC/e-Token should be properly installed from the resource CD.
Installing a driver requires administrative privilege. After the installation of the Device Driver,
carry out the following steps to verify whether the DSC token is properly installed.

Click on Tools / Internet Options. The following screen will be displayed:

Internet Options E]E]

| General | Security || Privacy | Content | cConnectians || Programs | advanced |

Content Advisor

Q\ Ratings help vou conktral Ehe Internet content thatk can be
viewed on this computer.
[E Enable... i] Sebtings

Certificates
Use certificates For encrypted connections and identification,

[ Clesr SS1L skake ] [ Certificates ] [ Publishers ]
AutoComplete
= AubtoComplets stores previous enktries [ Setktinas ]
% on webpages and suggests matches
For wou.
Feeds
Z Feeds provide updated content From [ Settinas ]
= wehsites that can be read in Internet —

Explorer and other programs.

[ OK | [ cancel | AppIy

Fig — 3 DSC Verification Screen

Click on Certificates Button to get the following screen.

Certificates @

Intended purpose: ’ <All=

Issued To Friendly Mame < |
== BASUDEY BALA i\ BASUDEY BALA
EBASUDEV BALA MNIC Certifying Authority EASUDEY BALA
E=lGoLak BIHART KAR MNIC Certifying Authority  2/13/2009 GOLAK BIHARI |
EGOU\K EBIHARI KAR MIC Certifying Authority — 9/27/2009 GOLAK BEIHARI |
Jeganathan M. MIC Certifying Authority  7/30/2010 Jeqanathan M.
El2eqanathan M. NIC Certifying Autharity  7/31/2009 Jeganathan M.
ElmMuthusamy R MIC Certifying Autharity  2/21/2009 Muthusamy R
EMuthusamy R MNIC Certifying Authority  2/17/2010 Muthusamy R & |
L] >

[ Import... ][ Export... ][ Remove ]

Certificate intended purposes

Secure Email

Fig — 4 Certificates Listing Screen

Back
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How to configure Firefox for Applet Codebase

In case of Firefox, you may have to configure the applet property to make it work. This
is done as follows:

Invoke the Firefox web browser and in the URL type about:config and press enter.

) about:config - Mozilla Firefox

Fie Ed View Hgory Bookmarks Tools Help
@ » C X a ([ [sbotmniy w3 - |Gl 5

58] Most wisited i Gettng Started 5] Latest Headines 1]C|ma1rt(|1'|' e ‘C"h\!n‘bm“' pl "|' o ol |“|\i’nbw;

' This might void your warranty!

Changng these advanced settings can bs hamiul to the stabiity, ssourity, and performancs of this
applcation. You should only continue if you are sure of what you ae dong

[] show this warning next tims

Th oo cersii,  pranise! |

Fig. 5 - Using Config Option in Firefox Browser

To modify the Firefox configuration, click the option, I'll be careful. | promise’
button, to get a list of preferences displayed.
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The screenshot of the same is shown below in Fig.6

nfig - Mozilla Firefox

Fle  Edc  Visw History Dockmarks  Took  Helo
6 * C Xt (3 avboutcontig vy | [Gl] 5200 »

(i8] Most Visted @ Cettng Started | Latest Headines | | Customize Links | | Free Hotmail | '] Windows Markstplace | '] Windows Mediz | Windows

Fiter: || |
Preference Name T Status Type Value (3
ac A defaulr banlean true o
accasabliby blodautorafradh dafaudr banlean Fales
accassibiity browsevethoaret default baolean False
sccessbiity tabfocus dafault Inksger 7
accessibiity tablocus_apples_to_xul default baoiean Faise
accessibdity. bypeaneadfing dofaul baolean False:

kil L find autostart def ault boclean rue
ac Jtypeaheadiing default integer 0
accessiblity bypeateadind enablesound dhef sl beaalesan true
accassbdity, brpeahaadfing ensblatimeout def zult banlsan true
are rhahit headfind.flast user set integer o
accassbiity bypashaadfing iksonky default hanlean Fales

shisadfing prefiliithsel defaul: baoiean true

aceessibiity, bypeaneadting, sound RL default string beep
ar df y default bociean faise
accessibiity tvpeahzadiind timeout detault Inkeger =000
accessiblity, usebraledisplay dofault skrireg
accessiblity wsetextiospeech defsult string
accessibity warn_on_browsevathcare: default bookean true
advencad.maiftp default banlean false
arfvancad. system. supporDOEE wec dafault hanlean true
alarks cldalneramant dafaulr inkagar 1
slerks slidelncrementTime defaulc Intager 1
slerts, tozalOpanTime dafault Inksger 4000
app.partner mozila? defaulz string mazile0?
app. refeaseiiotesURL default string Tt [ LCACALE S v el oy S LOC ALE %) % APPS | S VERSION G froleasenotes)
app. support. baseURL defeult skring bttp: flsupport. ezl comy 1 S APPAL PRLVER STONSL S0 S0 AL LOCALES )
app.updats. eute dofault boolean true
app. update,chanmed cheef st strirsg release
app. updats,enabied dafsult baolaan true &

Fig. 6 - Listing the ‘Preference entries’ in the config Menu.

In the above screen, the required entry shall be filtered by entering 'Applet’ in the filter
input textbox which is shown below.
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) about:confip - Mozilla Firefox
fle Edt  Wew Hstory Bockmarks Tooks  Help

6 - C X o (O] abouiconip 2 -] [G:] oo P

L] Mozt Visited P Getting Started 0| Latect Hezdines | | Customize Links || Fres Hotmail | ] Windows Marketplace | | Windows Media | | Windows

Shows All

Fiter; | appled
Preference Name T Status Type Yalue
signed.applets, codebese_prindpal_support defaul boglean Falze

EN & pw 12:09PM

Fig. 7 - Filtering the required entry

Only one entry that matches with the filter 'applet’ gets listed as

'signed.applets.codebase_principal_support' with the value ‘false’ in the last column.

To change the last column value to 'True’, double click on the entry which toggles to

the value 'True'. When restarting the browser, we see the applets run.

A sample screen shot is shown below in Fig.8
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E-Tendering System

} about:config - Mozilla Firefox
Ele  Edt  View Higtory Bockmarks  Took  Helo
17 -] |IGlz] so0a P

6 - C X ar | |_] | about:earfig
L) Most visited ™ Gettng Started 5 Latest Hoadines | | Customize Links | || Froe Hotmail | ] wWindows Marketplace | ] Windows Media || Windows
| [stona |

Fitar: | appiet
Freference Nams © | Stabus Type Vaiue
signed.applets.codebase_principal_support user set boolean

- 12110 FM

Fig. 8 - Updating the value as ‘True’ for Applet. Codebase entry

This completes the configuration under Firefox for Applet Codebase.
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How to get enrolled in the website

Go to the respective e-Tendering website, click the option ‘Click here to enroll' in the
top right corner of the homepage to register. This enrollment process gives the user, a login id

and password through which he is enrolled.
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How to enable JavaScript in Internet Explorer?

Click on Tools / Internet Options. The following screen will be displayed:

Internet Options

_Select a zone to view or change security settings.

Internet

@ This zone is For Internet websites,
except those listed in trusted and
restricked zones.

Security |lewvel For this zons

Custom
Custom settings.

| General ] Security l Privacy || Cc:nl:e.-nt.J' Cornections _“_ Programs || Advanced ]_ )

@ VU e

Local intranst Trusted sites Restricted
sites

- To change the setting=, click Custom lewvel.
- To use the recommended settings, click Default lewvel.

[ Custom levsl. .. ] [ Default leveal ]
L Reset all zones to default level 1
[ [l ] [ Cancel ] apply
Click on ‘Custom Level’ button to get the following screen.
Security Settings - Internet Zone |
Settings
I -

‘=_‘=-.L. Scripting

=0 | Active scripting
) Disable
(&) Enable
O Prompt

;El‘?“ Allowy Programmatic clipboard access
(%) Disable
) Enable
O Prompkt

=0 | allow status bar updates via script
(&) Disable
) Enable

&) Disable
) Enable
= Sevimkime AF Tses anclake

< | il |

=t | allow websites to prompk For information using scripted winde

*
>

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: Me&ium—.higﬁ (éefan.-lila ~ |

] [ Cancel I

In Script/Active Scripting, select ‘Enable’ in the above screen to

enable JavaScript.
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How to enable JavaScript in Firefox?

Click on Tools / Internet Options. The following screen will be displayed:

O 5 lem T =2 & £

rMain Tabs Conktent Applications Privacy Security Advanced

Block pop-up windows Exceptions...
Load images automatically Exceptions...
Enable JavaScript advanced...
Enpable Java

Fonts & Colors

Default Font: | Times MNew Roman ~ | Size: 16 e | advanced. ..
Colors...

Languages

Choose wour preferred language For displayving pages Choose ...

[ Ok I [ Cancel

—

[ gele |

Click on ‘Enable JavaScript’ checkbox to enable it. Then click on ‘Advanced’ Button to get the
following screen:

Advanced JavaScript Settings @

Allow scripts to;

[v]: Move or resize existing windows

[] Raise or lower windows

Disable or replace context menus
[] Hide the status bar

[] change status bar text

| ok ][ cancel | [ hep |

Check the boxes under Allow scripts to section that you want to allow.
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