‘ Government eProcurement System Resource Requirement

Resources required by the Bidders&Department Officials
to access the e-Tendering System

Browsers supported

This site generates XHTML 1.0 code and can be used by any browser supporting this standard.
We have tested the site with the following browsers
e Internet Explorer 7.0 or higher

e Mozilla Firefox 3.0 or higher

Minimum requirements for accessing the Online E-Tendering website

Pre-reguisites before logging on to the https://tntenders.gov.in website

Screen Resolution

This site is best viewed at a resolution of 1024 x 768 pixels.

Colour

The site is best viewed at a colour-depth of greater than 256 colours (16bit).

JavasScript

This site uses JavaScript for security reasons and non critical functionality. We strongly

recommend that you access the site with JavaScript enabled.

¢ How to enable JavaScript in the Browser

Cookies

The site use cookies that do not contain personal information and are set to expire as soon as

you leave the site. Please ensure that your browser is set to accept cookies.

For any other clarifications

Mail us to etender@tn.nic.in
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Government eProcurement System Resource Requirement

Minimum requirements for accessing the Online E-Tendering website

Computer System installed with Windows XP or higher Operating System with suitable

antivirus in place. The OS should have the latest Service Pack.

The following are necessary

o Java Runtime Environment Version 1.6 or above
o Legally valid Digital Signature Certificate (DSC)
° Dedicated broad band Internet Connection with minimum 256 kbps or above
° Printer (Optional)
. UPS
Top
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Pre-requisites before logging on to https://tntenders.gov.in website

e Internet connection should be available. Preferably a good connectivity is advisable.

e Ensure you have a valid DSC issued by a Certifying Authority (CA) authorized by the
Controller of Certifying Authorities (CCA).

e Basic Settings needed in the client machine

e How to Switch Off Pop up blocker in Internet Explorer/Yahoo Toolbar /
Google Toolbar / etc. (if available)

e How to verify whether the DSC token is properly installed

e How to configure Firefox for Applet Codebase

e How to get enrolled in the web site
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Settings in the client machine

® Ensure that you have Administrative privileges in the client machine which you are
planning to use.

® Date and time of your local client is set to the current date and time.

Back
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Government eProcurement System

How to Switch off Pop up blocker in IE Browser

Step-1:

Resource Requirement

Open the Internet Explorer. Click on Tools / Pop-up Blocker->Turn off Pop-up Blocker

as in Fig 1.

/= Home: National Portal of India - Microsoft Internet Explorer provided by Wipro

EIEX

Gﬁ;j ~ | htpifindia.gov in

= [#2][x] [tive search

|E2E

Eile Edit Yiew Favorites

Phishing Filter
Manage Add-ons

5 - Bl - = - |[-FPage - {F Tools -

Pop-up Blocker Settings

Skip to main content | Accessibility Cptions o]

Rt 7

Subscribe bo this Feed. ..
Feed Discovery
‘wWindows Lipdate

wWindows Messenger

5un Java Console

Diagnose Connection Prablems. ..

GOVERNMENT  [i=]

Internet Options

-
This section introduces you to the Government of
India, its origin, and the governance process being
followed in the Country. Also it gets you to know
"Who's Who", the Policies and Schemes offered by
the Government.

Documents | Forms | Tenders | Websites

L KHOW INDIA

N4

scroRs.

susInEss |

The ancient land of India portrays a landscape of
wibrant cultural heritage and spiritual mysticism.
This particular section takes you to a journey
through the fascinating lanes of the country, which
reflect its numercus national traits.

+ Profile * States/UTs
+ Kids Corner + My India My Pride
* Photo Gallery * Matiocnal Symbaols

If you are an Indian Citizen residing within the
Country, this section is meant for you. Find out all
the infermation you need on Health, Education,
Housing, Employment, and a lot more!! Also
information and links to services being offered by
your Government.

Site Map | Link to us | Add to Favourite | Tell a Friend | Feedback | Contact Us

Search: [ | P SIGMIMDIA User Id: | | Password:[ | &

Register | Forgot Password?
27 Apr 2009, 11:01:36 IST [Calendar]

=]

OVERSEAS

This section, an useful resource for NRIs, PIOs and
foreigners, offers a wide range of options to travel
or study in India, which includes ocpportunities to
study in India, advisory readings for tourists on the
rules to be followed in the country etc. »
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Fig-1. Popup Blocker Settings
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Step-2:
Click on Tools / Internet Options. The following screen will be displayed:

Internet Options

General | Securiby |F'ri\.-'al:'\,.-' Conktent || Connecktions || Programs || adwvanced

Seleck a zone to wiewe or change security setkings.

Inkternesk Local imktranet Trusked sikes Restricked
sites

Inkternek

0 This zone is For Internet websites, Sites
except those listed in trusked and

restricked zones.

Security level For this zone
alloveed levels For Ehis zone: Medium to High
— | = redium-high
- = - Appropriate For mosk websictes
- Prompkts before dovenloading potentially unsafe
conkenkt
- Unsigned Activex conkrols will not be dovwnloaded

[ custom level... Cefaulk lewvel
[ Rescet all zones ko default lewvel ]
[ Dk ] [ Zancel ] apply

X

Security Settings - Internet Zone

Setkings
(%) Medium safety (recommended) -~
g Submit non-encrypied Form daka
() Disable
(¥) Enable
{:} Prompk
# | Use Phishing Filter
) Disable
(®) Enable
| Use Pop-up Blocker
g Userdata persistence
() Disable B
(%) Enable
&= | websites in less privileged web content zone can navigate in
T Micahla ot
< | >
*Takes effect after wou restart Inkernet Explorer
Reset custom sekkings
Besetbot  [medium-high (default) ~| [ Reset.. |
[ Lol ] [ Zancel ]

Fig. 2 — Security Settings

Back
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How to verify whether the DSC/e-Token is properly installed

The drivers of the DSC/e-Token should be properly installed from the resource CD.
Installing a driver requires administrative privilege. After the installation of the Device Driver,
carry out the following steps to verify whether the DSC token is properly installed.

Click on Tools / Internet Options. The following screen will be displayed:

Internet Options

| Genearal " Securiby " Privacy | Conktent | Connections " Programs " Advanced|

Zonkent Advisor

@'ﬁ Ratings help wou conkrol Ehe Internekt conkent that can be
wiewwed on Ehis compuker,

| Enabls. .. Sektings

Zertificates

=

[ Clear SsL skake ] [ —ertificates ] [ Publishers ]

Use cerkificates For encrvpked connections and identification.

AutoComplete

= AubtoComplete stores prewvious enkries [ Sektings ]
% on webpages and suggesks matches
For wou.
Feeds
Feeds provide updated cantent From [ Settings ]
= | ‘websites that can be read in Inkernet

Explarer and other programs.

[ ksl ] [ Cancel ] apply

Fig — 3 DSC Verification Screen

Click on Certificates Button to get the following screen.

Intended purpose: | <hll= - |
Personal | Cther People | Intermediate Certification Autharities | Trusted Root Certificatior 4 »
Issued To Issued By Expiration Date Friendly Mame
2] g Authoril y

BF\SUDE\" EALA MNIC Certifying Authority 702002010 EASUDEY BALA
GOLF\K EIHARI KAR MIC Certifying Autharity 21372009 GOLAK BIHARI |
GOLF\K EIHARI AR MIC Certifying Authority 9272009 GOLAK BIHARI |
Jeganathan . MIC Certifying Authority  7/30/2010 Jeganathan b, ——
Edseganathan b, MNIC Certifying Authority 703172009 Jeganathan M.
Muthusamy R MIC Certifying Autharity  2/2172009 Muthusany R
Muthusamy R MIC Cerkifying Authority 201702010 Muthusamy R«
< | >

[ Irnpork, .. ][ Expork. .. ][ Remowve ]

Certificate intended purposes

Secure Email

Fig — 4 Certificates Listing Screen
Back
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Government eProcurement System

How to configure Firefox for Applet Codebase

In case of Firefox, you may have to configure the applet property to make it work. This

is done as follows:

Invoke the Firefox web browser and in the URL type about:config and press enter.

3 about:config - Mozilla Firefox
File Edit Wiew Hstory Bookmarks Tools Help
17 -] |[Clefsooge 2|

@ % C' A LY |‘\ ﬁ labuut:canflg
@ Most Visited . Getting Started |5 | Latest Headlines ﬁ Customize Links ﬁ Free Hotmail C] Windows Marketplace ﬁ Windows Media ﬁ Windows

y ' This might void your warranty!
) Changing these advanced settings can be harmful to the stabiity, security, and performance of this
application. You should only cantinue if you are sure of what you are doing.

Show this warning next time:
[ Tl be careful, I promise! |

Fig. 5 - Using Config Option in Firefox Browser

To modify the Firefox configuration, click the option, 'I'll be careful. 1 promise’

button, to get a list of preferences displayed.
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The screenshot of the same is shown below in Fig.6

Eile Edit Wiew History Bookmarks Tools  Help

@ > C X & ‘I |_1'] | about:canfig

8] Most Visited ¥ Getting Started |5 | Latest Headlines | | Customize Links | | Fres Hotmail | ] Windows Marketplace | | Windows Media | ] Windows

Filter: | |

Preference Marne | Status Tvpe Yalue B
accessibility accesskeycausesactivation default boalean true )
accessibility blackautarefresh default boalean false =
accessibility browsewithcaret default boolean false

accessibility tabfocus default integer 7

accessibility tabfocus_applies_to_xul default boalean false

accessibility typeaheadfind default boalean false

accessibility. bypeaheadfind, autostart default boolean true

accessibility typeaheadfind.casesensitive default inkeger o

accessibility bypeaheadfind.enablesound default boalean true

accessihility  typeaheadfind. enabletimeout default boolean true

accessibility.typeaheadfind.flashBar user set integer i}

accessibility typeaheadfind. linksonly default boalean false

accessibility typeaheadfind. prefilwithselection default boalean true

accessiility. bypeaheadfind. soundURL defaul string beep

accessibility bypeaheadfind.startlinksonly default boolean false

accessibility typeaheadfind.limeout default inkeger 5000

accessibility . usebrailedisplay default string

accessibility usetexttospeech default string

accessibility warn_on_browsewithcaret default boalean true

advanced.mailftp default boalean false

advanced.system. supportDOEE xec default boolean true

alerts slideIncrement default inkeger 1

alerts slidelncrement Time default inkeger 10

alerts tatalOpenTime default integer 4000

app.partner.mozila0? default string mozilan?

app.releaseMotesURL default string hittp: ¥ LOCALE % v mozilla . com % LOC ALE %/ Y APP % /% VER SIONY: frels asenates|
app.support.baselJRL default string http://support. mazilla, comy 1/ % APP %% WER STOMN e/ % 05 % [ % LOCALE Y,

app.update. auto defaul: boolean true

app.update, channel default string release

app.update. enabled default boalean true R

Fig. 6 - Listing the ‘Preference entries’ in the config Menu.

In the above screen, the required entry shall be filtered by entering ‘Applet’ in the filter
input textbox which is shown below.
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) about:config - Mozilla Firefox

File Edt Miew History Bookmarks

Tools  Help

e ' c X &y [ﬁ =ahnut:[nnﬁg

7 -] [G-]songe A
Most Yisted P Getting Started 5| Latest Headlines |j Customize Links |:] Free Hotrnail |j ‘Windows Marketplace \j Windows Media |j Windows
Filker: ‘appletl ‘ [ Show Al ]
Preference Name T Status Type Yalue B
signed. applets.codebase_principal_support default boolean false

O ...

EN @& Jun- 1

Fig. 7 - Filtering the required entry

Only one entry that matches with the filter ‘applet’ gets Ilisted as

'signed.applets.codebase_principal_support’ with the value ‘false’ in the last column.

To change the last column value to 'True’, double click on the entry which toggles to
the value 'True'. When restarting the browser, we see the applets run.

A sample screen shot is shown below in Fig.8
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3 about:config - Mozilla Firefox

file Edit ‘iew History Bookmarks  Tools  Help

@ C X & (oo % -] [Glfowse 2

Most visited P Getting Started (5] Latest Headlines | | Customize Links | | Fres Hotmail | | Windows Markstplace | ] Windaws Media | ] Windows

| [ showar ]

Filter: | applet

boolean

user set

ned.applets.codebase_pri

Fig. 8 - Updating the value as ‘True’ for Applet.Codebase entry

This completes the configuration under Firefox for Applet Codebase.
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How to get enrolled in the website

Go to the website https://tntenders.gov.in, click the option 'Click here to enroll' in

the top right corner of the homepage to register. This enrollment process gives the user, a

login id and password through which he is enrolled.

Back
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Government eProcurement System

How to enable JavaScript in Internet Explorer?

Resource Requirement

Click on Tools / Internet Options. The following screen will be displayed:

Internet Options

General | Securiky | Privacy || Content || Connections || Programs || Aadwvanced |

Select a zone ko wiew or change securikty sekkings.

Ir: E-r' Local inktranst Trusked sites

11=1

“w v e

Restricked
sikes

Internek

Thi=s zone i=s For Inkernekt vaebsikes,
except those lisked in bruskted and
reskricked zones.,

<&@

Security lewel For Ehis zone

Cusbton
Zuskom s=kkings.

- To change the setkings, click Cusktom lewel.
- To use khe recommended settings, click DefFault lewel.

Sike=s

J

[ Cusktom lewel. ..

DefFaulk lewel ]

[ Reset all zones ko defFault lewel ]

]

[ Ok

Cancel

] apply

Click on ‘Custom Level’ button to get the following screen.

Security Settings - Internet Zone

X

Sekkings=s
=0 Scripting -~
=F| Active scripking
() Disable
{*) Enable
{:} FPrampk
-‘-.?591. Allovs Programmatic clipboard access
(%) Disable
) Enable
{:} FPrampk
-‘-.?591. Allowe skaktus bar updates wia scripk
(%) Disable
) Enable
= | Allows websites to prompt For information using scripted wind:
(%) Disable =
) Enable
EF Sevimkinem of Tomes soelabe e
< I >
*Takes effect after wou restark Internet Explorer
Ressk cuskom sekkings
Reset ko | medium-high (default) ~| | rese.. |
[ DIk ] [ Cancel ]

In Script/Active Scripting, select ‘Enable’ in the above screen to

NIC/GeP/RR-001 Ver 1.0

enable JavaScript.
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How to enable JavaScript in Firefox?

Click on Tools / Internet Options. The following screen will be displayed:

Options [z

Main Tabs= —onkenkt Applications Privacw Securibw advanced

Elock pop-up windows Exceptions...
Load images aubtomaticallw Excepkions. ..
Enable lawvasScripk advanced. ..

Enable 1awva

Fonkts 2 Caolors

QUL

DeFaule Fonk: Times RMew Raoran e Size: 16 e advanced. .
Colors. ..

Languages

C“hoose vour preferred language For displawing pages C“hoose ..

I Ik ] [ Cancel

—

[ e ]

Click on ‘Enable JavaScript’ checkbox to enable it. Then click on ‘Advanced’ Button to get the
following screen:

Advanced JavaScript Settings rz|

Allow scripts ko:

Move of resize exiskting windows

[ ] Raise or lower windows

Disable ar replace context menus
[] Hide the status bar

[ ] change status bar text

[ K l [ Cancel ] [ Help

Check the boxes under Allow scripts to section that you want to allow.

g
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